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RiteHere FS
Identify Effective File Systems Rights

RiteHere FS is a Win32 tool that allows you idgntte eDirectory users with effective
rights in one or more specified file system direiet®.

RiteHere eDir

Identify Effective eDirectory Rights

RiteHere eDir is a Win32 tool that allows you idgnthe eDirectory users with
effective rights in one or more specified eDiregtoontainers.
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RiteHere Version 1.6 (2009/09)

1 Overview: RiteHere

RiteHere exists in two separate flavors and with separate executables:
= RiteHere_E (RiteHere eDirectory)

RiteHere_E is a Windows 32bit application that allows youd&termine who has direct or
indirect trustee rights in specified eDirectory tners.

» RiteHere_F (RiteHere Filesystem)

RiteHere_Fis a Windows 32bit application that allows youdttermine who has direct or
indirect trustee rights in specified NetWare diceiets.

This documentation discusses usage of both: windg produce rather different specific reports, esag

very similar.

Depending on the software or software packageythahave downloaded or purchased you may have one
or both of these applications.

The following short documentation will indicatecibmments apply to only one of the applications.

1.1 Prerequisites

* You need to use a Windows machine with the Novedr©
= You need to be logged in to the server or treeythatwant to run the report on.

1.2 Quick Start

RiteHere_E is a Windows 32bit application that allows yowd&termine who has direct or indirect
trustee rights in specified eDirectory containers.

Get results in a just few steps:

= Start RiteHere_E

= Tab “Select eDirectory Objects”: Select the tatget¢, then the eDirectory container that
you want to report on. Navigate to the appropriatetainer by double-clicking on one of
the left side container names.

= Select one or more target objects from the cenitedaw by double-clicking it. Selected
objects are listed in the bottom frame. They caneloeoved from the list by double-click,
or they can be temporarily excluded from the repgrinchecking them.

= Tab “Scan for Trustees”: Press the “Scan for Eifectrustees” button and check the
results

RiteHere_Fis a Windows 32bit application that allows youlttermine who has direct or indirect
trustee rights in specified NetWare directories.

Get results in just a few steps:
= Start RiteHere_F
= Select the servers and paths that you want to dfieolvse to the target path, then double-
click one or more paths)
= Press the “Scan for Effective Trustees” button emetck the results
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1.3 Purpose

NetWare and eDirectory have a complex and elabeetarity system where rights can be derived
from multiple sources, or restricted through fiter

Effective rights on a giveaDirectory object are determined by several factors, e.g.:

direct trustee assignment to the eDirectory atteitmn object

direct admin trustee assignment on a parent cantaifithe eDirectory object

effective rights for a given attribute may dependmstee assignments on the “[All
Attributes]” or the “[Entry Rights]”

membership to a group or security equivalence tileem object that has one of the above
direct assignments

residence in a eDirectory container that has ontheobove direct assignments

at each level in eDirectory there may be ‘Inhexd&@Rights Filters’ (IRF) — also known as
‘Inheritance Rights Masks” (IRM) that may restiiaistee rights assigned on a higher level.
Trustee rights assignments on a higher level magxpanded or restricted by further
trustee assignments on lower levels.

Effective rights on a giveNetWare path/file are determined by similar factors, e.g.:

direct trustee assignment to the given path

direct trustee assignment to a parent directory

direct admin trustee assignment on the server bhjexDirectory

direct admin trustee assignment on a parent cantaifithe server object

membership to a group or security equivalence tatean object that has one of the above
direct assignments

residence in a eDirectory container that has ontheobove direct assignments

at each level in eDirectory or in the file systéhgre may be ‘Inheritance Rights Filters’
(IRF) — also known as ‘Inheritance Rights Mask&NI) that may restrict trustee rights
assigned on a higher level.

Trustee rights assignments on a higher level magxpanded or restricted by further
trustee assignments on lower levels.

RiteHere will traverse the file system and/or eBliogy structures to identify the possible sourdes o
the rights and calculate the resulting effectights for users.

When displaying the list of effective trusteeshn tletailed output format, RiteHere will show a
user’s effective rights together with the reasdwad tause the listed rights combination. This featu
helps analyzing and — if necessary — modifyingrigets structure for the tree and file system.
You may switch between a summary view and a deltailew that shows your where somebody’s
rights stem from.
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1.4 Usage: RiteHere_eDir

E% Effective Rights Analysis
File  About...

Info  Select eDirectory Ohjects | Scan for Trustees |

Tiers |DUS-MCE-LABTREE > [admi
[] 'Organizatiunal Unit: TestCut
TestOul Crganizational Unit: Test&u2
TestOu2

#Ohjects Selected: 2

v TestOu2 test
L] TestOul test

#0biects Selected: 2

» Tab "Select eDirectory Objects"

o0 Select the target tree, then the eDirectory coataimat you want to report on. Navigate
to the appropriate container by double-clickingome of the left side container names.

o0 Select one or more target objects from the centedaw by double-clicking it. Selected
objects are listed in the bottom frame.

0 The selected eDirectory objects can be removedhbld-click, or they can be
temporarily excluded from the report by uncheckimgm.

o Unchecked objects will not be reported on. This lsamseful if you regularly need to
report on the same objects, but not all of thetthénsame report.

0 Your selection will be saved for your next session
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% Effective Rights Analysis

. Scan for Effective Trustees ‘ [ Show Details
Version! RiteHere.edir wil.6 (20092-09)
Date: 2009-09-03 00:56:47
Settings: Resolve Containers=FALSE
Settings: Scan type=elirectory
Ohject: M. TestOuZ.test" on tree "DUS-NCE-LAETREEM
Effective Trustee: [BCDEATI] [Uzser] .adwin.adwmin / [Entry Rights]
Effective Trustee: [CRWSA ] [th=8cope2] .test.RiteTest.rbsEH. iManager.adwin / Lecount Balance
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Lllow Unlimited C
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admin / CH
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwin / Description
Effective Trustee: [CRWSA ] [th=Scopez] .test.RiteTest.rbsEH. iManager.adwin / Equivalent To Me
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Facsimile Telepho
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwmin / Full Nawe
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Generational Qual
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwin / Given Name
Effective Trustee: [CRWSA ] [th=Scope2] .test.RiteTest.rbsEH. iManager.adwin / Group Mewbership
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwmin / Home Directory
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwin / Initials
Effective Trustee: [CRWSA ] [th=Scope2] .test.RiteTest.rkbsEH. iManager.admin / Internet EMail id
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admin / L
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iNanager.admwin / Language
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Locked By Intrude
Effective Trustee: [CRWSA ] [th=Scope2] .test.RiteTest.rkbsEH. iManager.admin / Login Lllowed Tim
Effective Trustee: [CRWSA ] [rhaScopez] .test.RiteTest.rbsEH. iManager.admwmin / Login Disabled
Effective Trustee: [CRWSA ] [th=Scopei] .test.RiteTest.rbsEH. iManager.admin / Login Expiration
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Login Grace Limit
Effective Trustee: [CRWSA ] [th=ScopeZ] .test.RiteTest.rbsEH. iManager.admin / Login Grace Remai
Effective Trustee: [CRWSA ] [th=Scope2] .test.RiteTest.rkbsEH. iManager.admin / Login Intruder Aid
Effective Trustee: [CRWSA ] [th=Scopei] .test.RiteTest.rbsEH. iManager.admin / Login Intruder Lt
Effective Trustee: [CRWSA ] [th=Scopei] .test.RiteTest.rbsEH. iManager.admin / Login Intruder Re
Effective Trustee: [CRWSA ] [th=Scope2] .test.RiteTest.rkbsEH. iManager.admin / Login Maximum Sim

#Obijects Selected: 2

* Tab "Scan for Trustees'
Click "Scan for Effective Trustees" to start tharsd and let RiteHere process the data
The summary report will show the effective rightghe direct and indirect trustees.
The checkbox "Show Details" allows you to see aemw@tailed analysis of the scanned
data. Switching between "Summary View" and "Detddiw" is possible without re-

0
0
0

scanning the paths

In the detailed report, you will find informatiom drustees on the higher/parent levels of

the selected container
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o Inthe detailed report, you will find informatiom @rustees on the higher/parent levels of
the selected container

™ Effective Rights Analysis

File  About ..
Info ] Select eDirectory Ohjects  Scan for Trustees ]
& Scan for Effective Trustees J
Version: RiteHere.edir wl.6 (2005-0%)
Date: Z005-09-03 00:56:47
Settings: Resolwve Containers=FALSE
Settings: Scan type=elirectory
Chiject: ".TestOuZ.test™ on tree "DUS-MNCE-LAETREE™
LM: [Root]
Direct Trustee: [BCDREAI] .admin.novell / [Entry Rights]
Lirect Trustee: [B I] [Public] / [Entry Rights]
Direct Trustee: [BCD 1I] .[root].elirectory Administration.BRole Based Service.novell / [Entry Rights]
Direct Trustee: [CEWSA ] .[root].iPrint HManagement.FRole EBased Serwvice.novell / [All Attributes Rights]
Direct Trustee: [BCDRAI] .[root].iPrint Management.Role Based Zervice.novell / [Entry Rights]
Direct Trustee: [BCDRAI] .admwin.admin / [Entry Rights]
Direct Trustee: [CRUSA ] .admwin.adwin / [A11 Actributes Rights]
DN: .teat
Direct Trustee: [CR ] .test / Login Script
Direct Trustee: [CR ] .test / Print Jokb Configuration
Direct Trustee: [CEWS ] .orgRole.novell / [&11 Attributes Rights]
Direct Trustee: [BCDRAI] .orgRole.nowvell / [Entry Rights]
Direct Trustee: [CEWSAI] .orgRole.novell / Given Name
Direct Trustee: [CRWSAI] .orgRole.novell / Full Name
Direct Trustee: [CRWSAI] .orgRole.nowvell / Initials
Direct Trustee: [CEWSAI] .orgRole.novell / 3urname
Direct Trustee: [CEWSAI] .orgRole.novell / Generational Qualifier
Direct Trustee: [CEWSAI] .orgRole.nowvell / CN
Direct Trustee: [CEWSAI] .orgRole.nowvell / Title
Direct Trustee: [CEWSAI] .orgRole.nowvell / Internet EMail Aiddress
Direct Trustee: [CREWSAI] .orgRole.nowvell / Telephone Number
#Objects Selected: 2
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0 The detailed report will also indicate where theorted effective rights stem from. (e.qg.
from a direct trustee assignment, or from a segeduivalence to another object.

= Effective Rights Analysis
File  About..

Info | Select eDirectory Objects Sctan for Trustees l

B Scan for Effective Trustees ‘ [v Show Details

.Testouz.test / Print Job Configuration
userbeactivated, TestOul . test / Account Balance
.userDeactivated,TestouZ.test / [All Attributes Rights]
.userleactivated.TestOuz.test / [Entry Rights]

Direct Trustee: [CE
Direct Trustee: [CRW3
Direct Trustee: [CE

]
]
]
Direct Trustee: [BCDRAI]

Indirect Trustee: .test.novell [SecEqu to ".testd.novell™

Indirect Trustee: .MMouse.nowvell [SecEqu to ".testd.novell™

Indirect Trustee: .Goofy.novell [SecEqu to ".testd.novell™

Indirect Trustee: .test.novell [SecEqu to ".test3.novell™

Indirect Trustee: .MMouse.nowvell [SecEqu to ".test3.novell™

Indirect Trustee: .Goofy.novell [SecEqu to ".test3.novell™

Indirect Trustee: .MMouse.nowvell [SecEqu to ".testZ.novell™

Indirect Trustee: .Goofy.novell [SecEqu to ".testZ.novell™

Indirect Trustee: .test.novell [SecEqu to ".testl.nowvell™

Indirect Trustee: .MMouse.nowvell [SecEqu to ".testl.nowvell™

Indirect Trustee: .Goofy.novell [SecEqu to ".testl.nowvell™

Indirect Trustee: .admin.novell [SecEqu to ".[root].iPrint Management.Role Based Service.novell™
Indirect Trustee: .admin.novell [SecEqu to ".[root] .elirectory Administration.PRole Based Service.
Indirect Trustee: .MMouse.nowvell [SecEqu to ".orgRole.nowvell™

Indirect Trustee: .Goofy.novell [SecEqu to ".orgRole.nowvell™

Indirect Trustee: .admin.novell [SecEqu to ".test.RiteTest.rbsEH. iManager.admin™

Indirect Trustee: .ASchwarz.nowvell [SecEqu to ".test.RiteTest.rbsEH. iManager.admin®™

Effective: [BCDRAI] -» [User] .admin.admin / [Entry Rights]
* [BCDRAI] for direct Trustee assighment on "[Root] ™
Effective: [CRWSL ] -»> [rbsScopei] .test.RiteTest.rbsEH.iManager.admin / Account Balance
* [CRWSA ] Effective [BCDRAI] rights on [Entry Rights]
e | AI] for direct Trustee assignment on ".test"™
Effective: [CRWSA ] -»> [rbsScopei] .test.RiteTest.rbsEH.iManager.admin / Allow Unlimited Credit
* [CRWSA ] Effective [BCDRAI] rights on [Entry Rights]
e | AI] for direct Trustee assignment on ".test"™
Effective: [CRWSL ] -> [rbsScopei] .test.RiteTest.rbsEH.iManager.admin / CHN
* [CRWSA ] Effective [BCDRAI] rights on [Entry Rights]

#Objects Selected: 2

» Getting and saving results

0 The results context menu (right mouse click) oftbesoption to save the results as a text
file (registered version).

0 You may save the summary output, or the detailpuduty right-clicking in the
respective window

o RiteHere will filter the resulting list of effectivtrustees and ignore all objects that
cannot login to the directory. Objects that canraye identifiable by the entry
“ndsLoginProperties” in their “Object Class” attuiie.

e  Settings (not available in all versions)
o0 “Resolve Containers”

In some environments Organizational Units (or ottatainer objects) may have been
assigned trustee rights. All users that residéan ©rganizational Unit will inherit the
trustee rights granted to the container. By def&iteHere will display the name of a
container in the result list of effective trustees.
If the menu setting "Resolve Containers" is marlead a container is assigned trustee
rights, RiteHere will resolve the container andlgrathe objects that reside in the
container. Use this option to decide if you wansée the eDirectory container trustees or
want to analyze the users in these containers. éikifg this option may be useful to get
a more compact result set for containers where nwmseausers reside.

0 “Show Details”

[10/21]



RiteHere

Version 1.6 (2009/09)

If the menu setting "Show Details" is checked,dbéault display will be the detail view.

Otherwise, the summary view is shown as default ¥a&n always switch between detail
and summary view.

1.5 Usage: RiteHere FS

 Tab "Select Start Path"

(0]
(0]
(0]

Select a fileserver and a start directory (any nawr any subdirectory)

You may add one or multiple paths that are to laased

The path is selected by double-clicking on it, @nill be displayed in the lower

window

Your selection will be saved for your next session

The checkbox indicates, if the path is includedrduthe next scan. This allows to save a
larger set of paths, and still be able to scan ardubset of these paths

P Effective Rights Analysis

File Settings About ...
Info  Select Start Path ]Scan forIrustees]

Connection List

| | Entire Network

" DUS-USERS

F _ADMIN
= BACKUP

L EHE) nici

C D) philips
| E-E temp

&k DEV

= o NWESPROD

o 58

L EHD) adminsny
L) Apache2

. @) arkManager
#5tart Paths Selected: 3

| WDus-atrmUSERWYS chreibenTemp
v IDUs-imsenvensy s,
Ml Dus-imsetvenB

http v WolfgangSchreiber, de

e Tab "Scan for Trustees'

(0]

Click "Scan for Effective Trustees" to start tharsd and let RiteHere process the data
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= Effective Rights Analysis
Eile Settings About ...
Info | Select StartPath  Scan for Trustees |

f&. Bran for Effective Trustees ‘

Wersion: RiteHere wl.4 (2005-08)
Date: 2006-10-16 13:11:55
Settings: FResolve Containers: FALSE

Path: S¥53isupport IEM: [RUCEAFM ]

Effective Trustee: [RUCEAFMSI] User .adnin, admnin
Effectiwe Trustee: [RUCEAFME] User cadmin, nowell
Effective Trustee: [RWCEAFHMS ] User NFATTzer, adunin
Effective Trustee: [RUCEAFMI] User .wstools.adwin

Path: BACEUP: zchena IEM: [RUCEAFM ]

Effective Trustee: [RUCEAFMSI] User .adnin, admnin
Effectiwe Trustee: [RUCEAFME] User cadmin, nowell
Effective Trustee: [RWCEAFHMS ] User NFATTzer, adunin
Effective Trustee: [RUCEAFMI] User .wstools.adwin
htkp: e WolfgangSchreiber, de [ 4

0 The checkbox "Show Details" allows you to see agmwatailed analysis of the scanned
data. Switching between "Summary View" and "Detédiw" is possible without re-
scanning the paths
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P Effective Rights Analysis
File Settings About ..,

Info | Select Start Path  Scan for Trustees ]

fg'}; Scan for Effective Trustees ‘

Path: "3Y5:" - IEM [RWCEAFMS]
Direct Trustee: .apchadmn-Adwministrators.adnin [R F 1]
Direct Trustee: .5M3 SMDR Group.adwin [ WE M ]

Path: "5¥5:support” - IEM [RWCEAFM ]

Indirect Trustee: admin.admin (SecEcu to ".apchadmn-ddwinistrators.admin'™)
Indirect Trustee: NFAUUzer.admin (8ecEqu to ".adnmin.adwin™)
Indirect Trustee: wstools.admin (8ecEqu to ".admin.adwmin™)

Effective: [EWCEAFMS] -»> .adnin.admin
* [R F ] for SecEqu to ".apchadwn-idministrators.admin'™
* [RWCEAFMS] for direct Trustee assignment on "[Root]™
Effective: [RWCEAFMS] -»> .adwin.nowvell
* [RWCEAFMS] for direct Trustee assignment on "[Root]™
Effective: [EWCEAFMS] -»> .NFAUUser.admin
* [RWCEAFMS] for SecEqu to ".adwmin.admin®™
Effectiwve: [RWCEAFMI] -» .wstools.admin
* [RWCEAFMS] for SecEqu to ".adwmin.admin®™

Volume/Jerver: DUI-IMSERVER _BACEUF.admin / DUS-IM3ERVER.adnin

Version 1.6 (2009/09)

DHN: [Root]

DN: .adnin

Direct Trustee: [ AT] admin.adnin / "[Entry Rights]"
Direct Trustee: [BCDRAT] adwin.nowell / "[Entry Rights]™
Direct Trustee: [ AT] DUS-IMSERVER.adnin / "[Entry Rights]™

DH: DUS-IM3ERVER.admin
Direct Trustee: [ AT] DUS-IM3ERVEER.adnin / "[Entry Rights]"

Path: "BACKUP:" - IFEM [RWCEAFHMAI]

Bhttp: fena WolfgangSchreiber. de

e Getting and saving results

0 The results context menu (right mouse click) offbes option to save the results as a text
file (registered version).

0 You may save the summary output, or the detailpuiudy right-clicking in the
respective window

o RiteHere will filter the resulting list of effectvtrustees and ignore all objects that cannot

login to the directory. Objects that can login mkentifiable by the entry
“ndsLoginProperties” in their “Object Class” attuile.

e Settings (not available in all versions)

(0]

“Resolve Containers”

In some environments Organizational Units (or ott@tainer objects) may have been
assigned trustee rights. All users that residéan ©rganizational Unit will inherit the
trustee rights granted to the container. By def&iteHere will display the name of a
container in the result list of effective trustees.

If the menu setting "Resolve Containers” is marleed a container is assigned trustee
rights, RiteHere will resolve the container andlgzathe objects that reside in the
container. Use this option to decide if you wansée the eDirectory container trustees or
want to analyze the users in these containers. éikifg this option may be useful to get
a more compact result set for containers where nmseausers reside.

“Show Details”

If the menu setting "Show Details" is checked,dbéault display will be the detail view.
Otherwise, the summary view is shown as defaulti ¥an always switch between detail
and summary view.

[13/21]



RiteHere Version 1.6 (2009/09)

1.6 Prerequisites

Administrator Rights: Since RiteHere needs to scan the file systehigigs well as the
eDirectory rights up to the tree root, you shoudgtdn Administrator rights on both, the file system
and the tree.

If you do not have sufficient rights, RiteHere mot return all users with effective rights, since
RiteHere may not be able to identify all trustesigrements or Inherited rights filters.

Novell Client: RiteHere uses the Novell client software to gube/NetWare file system and
eDirectory.

Microsoft Windows (32bit): RiteHere should run with the standard versiond&/ofdows (e.g.
Windows XP, Windows 200x, NT, Win98).

The proxy feature of the custom version will requi¥indows XP or Windows 2000 with
Administrator privileges on the local machine.

2 RiteHere Versions

To identify the version that you are using, seeitiiermation in the “About” option in the RiteHensenu

bar.

There are two main variants of RiteHere: RiteHe& (Flesystem reporting) and RiteHere_eDir
(eDirectory reporting). Both may come in three eliént flavors:

ShareWare version The unregistered free shareware versions arduhéf the occasional user:

it has all standard features described in the gésections of this document. The shareware
versions will allow you to scrutinize the effectiuser rights in the selected paths or containers, b
they will not allow you to save the results. “Cogoyd paste” operations are restricted. These
versions are available for free downloadvatw.WolfgangSchreiber.de

Registered versionsThe registered versions of RiteHere have the aelmentioned standard
features with the addition of being able to sawes¢hresults in various output formats (e.g., as tex
or spreadsheet). You may get the registered versisimg the order form on the web site.

Custom versions Custom versions are available on request. Thes®m versions may provide
several additional features like for example:
o Optionally using a proxy user with different rightscheck for the effective rights. This
allows ‘normal’ users without having admin to chelk rights in assigned directories.
o0 Optionally formatting the trustee output to incluatiditional information (any eDirectory
attributes like ‘Surname’ or ‘Telephone Number’pabthe detected trustees.
You may get custom versions by contacting the authstools@VolfgangSchreiber.gdedirectly.

3 Changes Log

2004/02 Initial version

2005/03 Switch between summary view and detaila vie

2005/04 Addition of customizable user attributethi® detail result view
2005/05 Addition of explanations why the users hidneelisted effective rights
2006  Handling extended characters

2009/09 Minor bug fixes; performance tuning
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4 Additional Information

4.1 RiteHere configuration files

There are 3 RiteHere configuration files that stbeesettings and determine the application
behavior. None of the 3 files is essential foraperation of RiteHere, and if necessary, the
configuration files will be auto-created if needed.

This reference chapter is for the advanced userwdrds to understand the Ritehere settings or
change settings without starting the RiteHere GUI.

« Shared RiteHere.ini (in the same path as RiteHere.e xe)

This is a common setup file shared by all userg. fil contains these main sections

[Proginfo]
Licensing information is stored in encrypted fornihot present, RiteHere will run in Shareware
mode

[Notes]
Licensing information is shown in readable forn@ptional.

[Attributes]
See details above — information about attributpldisformat. If not present, no user attributes
will be displayed.

» Local RiteHere.ini (in the Windows path, e.g. C:\Wi  ndows)

This is an individual, user specific setup file giggy information about preferred options, form
position and settings.

» Shared RiteHere.Prx (in the same path as RiteHere.e xe)

This file will only be present in the custom Riteeersion which implements the proxy user
concept to access the directory.

4.2 Additional Features

 Resolve Containers

In some environments Organizational Units (or otwnrtainer objects) may have been assigned
trustee rights on other objects. All users thaideei that Organizational Unit will inherit the
trustee rights granted to the container. By def&iteHere will display the name of a container in
the result list of effective trustees. If the optitResolve Containers” is set to “on”, RiteHere
resolves the contents of the container and dispileysames of all users in the container. The
additional overhead of determining the respectsersimay result in slower performance,
dependant on the number of users in the container.
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» Output Filtering

RiteHere will filter the resulting list of effectvtrustees and ignore all objects that cannot Itagin
the directory — mainly users. Objects that caniage identifiable by the entry
“ndsLoginProperties” in their “Object Class” attuife.

» Specifying the source of the rights

Object may receive effective rights through a ugrad factors:
= They may have direct trustee assignments
= Indirect trustee assignments through security edence to a direct trustee (e.g., by
group membership)
= Indirect trustee assignments through their residéma container that has a direct trustee
assignment

In addition to these direct or indirect trusteaegaments, rights may be modified or revoked
through

= Different Trustee assignments on a lower level

= Inherited rights filters on a path, container @flebject

When displaying the list of effective trusteeshir tletailed output format, RiteHere will show a
user’s effective rights together with the reasdras tause the listed rights combination. This
feature helps analyzing and — if necessary — modjfthe rights structure for the tree and file
system.

[16/21]



RiteHere Version 1.6 (2009/09)

5 Addendum: RiteHere — Custom Version

This documentation is based on — and extends stémelard RiteHere documentation. It serves as an
addendum covering the additional or varying featwiethe custom version of RiteHere.exe

5.1 Customizing trustee output details

« Purpose

To display additional trustee detail in custom fatpuse the [Attributes] section in RiteHere.ini
These additional data will not be visible in thawt detail trustee information screen, but only in
the summary screen.

Example

[Attributes]

At tr Count =5

Attr_01=G ven Nane

AttrDefault_01=

At tr_02=Sur name

AttrDefault_02=

Attr_03=QU

AttrDefault_03=n/a

Attr_04=Tel ephone Nunber

AttrDefaul t _04=+44-1234-0

At tr_05=Conpany

AttrDefault_05=n/a

Attr For mat ="#TAB#TAB#At tr_01 #Attr_O02#CRLF#TABH#TAB( Tel :
#Attr_03)#TAB[ Conpany: #Attr_05 / #Attr_04]"

* INI Field Explanation

"AttrCount " (Default: 0) the number of additional attributesread from the trustee object
"Attr_xx " (Default: ") represents the eDirectory namerohttribute to read.

It is recommended to only use single-gdlattributes, to avoid mangling up the output.

'xx' should be a two-digit number betwé&E and the value entered in 'AttrCount’
"AttrDefault_xx " (Default: ") represents the default attributéueahat is used,

if the respective eDirectory attributenigt set or is unavailable.

'xx' should be a two-digit number betw& and the value entered in 'AttrCount’
"AttrFormat " represents the display format for the retrievedtates.

You can use the placeholders '#Attr_axthe respective attribute values.

'‘#TAB' is the placeholder for a tab cwaer

'‘#CRLF' is the placeholder for a linedice

Other characters will be displayed ungjesh

Note: For exporting output into Excebhsawill act as cell separators
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5.2 Proxy Settings

e Purpose

The custom version of RiteHere version includesojigon to use a proxy user to retrieve the
requested information from eDirectory. This mayuseful if you want to allow users to run
RiteHere reports on effective rights, but do nohtta grant them the required admin rights that
they need to identify all trustees.

A proxy user is an eDirectory identity that is use@ccess information or resources on the
directory. Typically an identity with more rightisan the current user will be used as proxy
identity.

Since RiteHere relies on reading trustee infornmatio the file system and/or reading ACLs on
eDirectory, a typical proxy identity will have fudr partial admin rights on the file system and/or
eDirectory.

By default, RiteHere uses the identity of the ladyge user and does not use any proxy users.
However, you optionally may define one proxy idgnger tree.

» Defining proxy settings

The identities of the proxy users are stored irfiteé'RiteHere.prx” which needs to reside in the
same path as the executable (RiteHere.exe). YousaRiteHere to create and edit the file
“RiteHere.prx”:

= Login to the trees that you wish to create proxirsgs for.

= Run the application with the ‘setup’ option: “Ritet¢ /SETUP” - RiteHere.exe should
reside on a local or network path where you haeateywrite privileges.

0 You will see a tab with the title “Proxy Settingsiid a list of trees that you are
connected to

o0 For each tree that you want to create a proxy ijefutr, enter a valid eDirectory
name in the format “.proxyname.orgunit.org” (e‘gadmin.novell”).

o0 For each proxy user, enter the password. Typigallyshould enter the
password in UPPERCASE characters (case sensitigitgnds on the
eDirectory/client versions)

0 You can use the test button to verify the entemdlination of tree name, proxy
name, and proxy password

0 Mark the checkbox “Use proxy”

0 Close the application

= The file “RiteHere.prx” should now have been crddtethe executable path. For each
tree that you have selected, it will contain seditike ...

[ THI STREE]

User=. proxy.test.admn
Pwd=0318047F73726A7A5E5811290D18021531191126
UsePr oxy=1

[ THATTREE]

User=. adm n. services. adnin
Pwd=153F093A370A23316E52407B6249595C47415353
UseProxy=1
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=  While the “Pwd” setting is encrypted and should betedited; the other lines can be
edited as needed in the *.prx file or by re-runriRgeHere /setup”.

Troubleshooting Proxy Usage

Before distributing proxy settings, you should tés& functionality of the proxy settings

You can use the test button to verify the entemedlination of tree name, proxy name, and
proxy password.

If you change the proxy user account and/or passwoeDirectory, you will also need to
update the proxy settings.

If proxy settings are not correct (e.g., a non{exisuser name or incorrect password), the
program will run with the identity of the defaulbgged in) user.

If proxy settings do no work as expected, you mayRiteHere with the “debug” parameter:
“RiteHere /DEBUG” to additional troubleshooting @mfnation and error messages — this
option can also be combined with the “setup” opti®titeHere /SETUP /DEBUG”

Distributing proxy settings

Edit the file “RiteHere.prx” as needed and copithe path that contains the “RiteHere.exe”
application.
In some situations it may seem appropriate to allsers to view the proxy identity. In this
case you can add this section to the *.prx file:

[SETTINGS]

View=1
To allow users to change the proxy settings, usews2”
Users will never be able to see the assigned ppasgwords, though.

Requirements

To use the proxy functionality, the current useistrhe a local workstation administrator
The application was designed for Windows XP wottistes with the current Microsoft service
packs (as of spring 2005) and the current Novadhtlsoftware (Novell Client 4.9x) installed.

5.3 Custom Information in the shared RiteHere configuration
files

Some additional custom configuration informationyrba contained in the RiteHere configuration
files that were mentioned above.

Shared RiteHere.ini (in the same path as RiteHere.e xe)

Example file:

[Settings]

Resolve Containers=0
Allow Detail=0

Allow Resolve=0
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* INI Field Explanation

e Optional: “ Allow Detail” (Section ‘[Settings]’)
o “Allow Detail” defines whether users can select tietail view of the trustee analysis.
0 “0": Detail View switch is not allowed / “1": DethView switch is allowed
o Defaultis “0”

* Optional: “ Allow Resolve” (Section ‘[Settings]’)
o “Allow Resolve” defines whether users can changesttting to resolve containers for
the trustee analysis.
0 “0”: Resolve switch is not allowed / “1”: Resolveritch is allowed
o Defaultis “0”

e Optional: “ Resolve Containers” (Section ‘[Settings]’)
0 “Resolve Containers” defines the initial settinglod flag to resolve containers for the
trustee analysis.

o “0": Do not resolve containers / “1": Resolve can&rs
o Defaultis “0”
0]

» Shared RiteHere.prx (in the same path as RiteHere.e xe)

This is a common setup file shared by all userg. fil contains one section for every tree that
you have defined a proxy user for. See details @abdiser names will be in clear text format,
passwords will be encrypted.

Example file:

[Settings]
View Proxy Settings =0
Check Dir Rights=1

[MYTREE]

User=user name

Pwd=encrypted password

UseProxy=enable or disable proxy user for this tree

[TESTTREE]

User=user name

Pwd=encrypted password

UseProxy=enable or disable proxy user for this tree

* INI Field Explanation

« Optional: “ Check Dir Rights” (Section ‘[Settings]’)
0 “Check Dir Rights” defines if — when using proxieshe current user needs at least
admin privileges or is stored as owner on the sedepath.
0 “0": Do not check rights / “1": Check rights
o Defaultis “0”

e Optional: “ View Proxy Settings” (Section ‘[Settings]’)
0 “View Proxy Settings” defines if — when using presi— the current user is allowed to
view and/or modify the current proxy settings (usame/encrypted password
0 “0": Hide proxy settings / “1”: Show proxy settiagRO) / “2": Show proxy settings
(RW)
0 Defaultis “0”

e Optional: “ UseProxy” (Section ‘[<treename>]’)
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0 “UseProxy” defines if a proxy user will be used fbe tree specified as section name
0 “0": Do not use proxy / “1": Use proxy
0 Defaultis “0”

e Optional: “ User” (Section ‘[<treename>]")
0 ‘“User” defines the eDirectory name of the proxyruseequired if “UseProxy” is enabled

e Optional: “ Pwd” (Section ‘[<treename>]")
0 “Pwd” contains the encrypted password of the presgr — required if “UseProxy” is
enabled
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